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1214P023 
PATENT 

ENHANCED AIRLINE AUTHORIZATION DATA FOR FRAUD CONTROL 
Technical Field: 

This invention generally relates to data processing for financial functions, and in 
particular it relates to online transactions. 

Background: 

Many card issuers have a closed loop transaction network including its card 
members and various vendors, such as an airline carrier, as shown in the Figure below. 




As both issuer and acquirer for various online transaction, a card issuer, such as 
AMERICAN EXPRESS, is uniquely positioned to offer advanced risk benefits to its 
customers, merchants and partners. 

Currently, due to the standard and minimal data received in credit transactions 
involving airline tickets (typically only card holder name, purchase amount, vendor 
identification, credit card account number, credit card expiration date, and transaction 
date), a card issuer has limited modeling capabilities to protect airline vendors from 
fraudulent credit activity. Delays between authorization and submission further limits a 
card issuer's abilities to make optimized risk decisions in any given transaction. 

Detailed Description: 

The present disclosure provides an enhancement to current credit transaction 
processes in which additional data will be made available to the card issuer in credit 
transactions involving the purchase of tickets for an airline, as shown in the Figure 
below: 
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Today 

• Card member number 

• Expiration date 

• Amount of transaction 

• Airline merchant number 

• I ATA code 



Future 

• Card member number 

• Expiration date 

• Amount of transaction 

• Airline merchant number 

• IATA code 

- Cardmember Name 

• Airline reservation code 

• Passenger Name 

• Origin Airport 

• Destination Airport 

• Travel date 

• Routing 

• Class of Service 

• E-Ticket Indicator 

• Number of passengers 

• Airline carrier codes 



When an online purchase of airline tickets is initiated by a card holder, the 
following information will now requested from the card holder and/or vendor: card 
holder name, airline reservation code, passenger name, origin airport for fare being 
purchased, destination airport for fare being purchased, travel dates for fare being 
purchased, class of service (i.e. first class, business class, economy class) for the fare 
being purchased, an indication of whether an electronic ticket (e-ticket) is requested for 
the fare, a number of passengers for which tickets are being purchased and any airline 
carrier and routing codes. 

This data is collected in an automated and standardized manner during a standard 
credit transaction initiation and authorization process. The data is immediately presented 
to one or more software-implemented fraud risk matrices maintained by the card issuer, 
which then evaluate the received transaction data against the card holder's historical 
3 



behavior, other card holder behavior, merchant and travel agent behavior and statistics 
involving airline transactions generally. From this, an immediate risk decision (i.e. accept 
or reject the transaction based on risk factors) can be made. An exemplary schematic 
block diagram of the network infrastructure for processing such transactions is shown in 
the Figure below: 




Any transactions in which is identified as high risk may be rejected. Such a result 
may occur where the risk matrices determine that the data indicates a probability of fraud 
above a certain threshold value. This threshold value may be adjusted so that legitimate 
transactions are not unduly prevented by the disclosed risk evaluation infrastructure. 

It is important that the introduction of this fraud risk decision-making process not 
substantially impact the standard time it currently takes to authorize a credit transaction 
with airlines or travel agencies, and does not unduly impact the identification and 
processing of legitimate transactions (that is, legitimate transactions should never be mis- 
identified as fraudulent). 

Illustrated in the Figure below is a common airline business model for distribution 

of direct and travel agency sales. The data represent averages for percentage of direct 

sale, percentage of travel agency sales, percentage of direct sales fraud and percentage of 
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travel agency fraud for 8 major airline carriers covering various major travel regions (i.e. 
North America, Europe and Asia): 




The enhanced processes disclosed herein is projected to reduce fraud in airline 
ticket transactions by 20%, thus providing savings to airline carriers by decreasing or 
eliminating chargebacks for fraudulent transactions, without increasing transaction 
referral rates. In fact, standard referral rates can be expected to remain constant or even 
decrease from previous standard levels. 

In the Figure below showing an average airline fraud-to-sales distribution, fraud 
losses in the direct sale and travel agency sale channels are both reduced 20%, for a 
combined total airline fraud of 80% of previous levels. 
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The enhanced processes disclosed herein is an important tool that can be 
consistently implemented for all airline transactions on the first day that the enhanced 
data is enabled to be collected and transmitted to a card issuer. Such data can be collected 
with only minor adjustments to current software and without requiring the replacement of 
network hardware currently used in many systems. 

Airlines that participate in collecting and providing this enhanced data will realize 
fewer fraudulent airline tickets charged back to them since the fraud models used have a 
higher probability of detecting and preventing fraudulent transactions than in existing 
systems. Airline vendors will also spend less time serving fraudulent customers or 
investigating chargebacks, resulting in reduced operational expenses. Additionally, the 
system makes it harder for a card holder that legitimately enters into a transaction from 
later claiming that the transaction was fraudulent. In this manner, the card issuer, card 
holder and airline vendors each benefit from the security provided by the disclosed 
enhanced processes. 



6 



The card issuer may secure the collected enhanced transaction data in a variety of 
known and effective manners so that card member information cannot be obtained or 
used by unauthorized third parties. 

The disclosed enhancements to online credit transactions have applicability to 
various types of transactions other than the specific examples involving airlines as 
described herein, as will be apparent to one of ordinary skill in the art. 

Although the best methodologies of the invention have been particularly 
described in the foregoing disclosure, it is to be understood that such descriptions have 
been provided for purposes of illustration only, and that other variations both in form and 
in detail can be made thereupon by those skilled in the art without departing from the 
spirit and scope of the present invention, which is defined first and foremost by the 
appended claims. 
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What is claimed is: 

1 . A method for evaluating credit transactions, comprising: 

receiving the following information from an account holder for a transaction 
involving the purchase of airline tickets: an account holder name, an airline reservation 
code, a passenger name, an origin airport, a destination airport, a travel date, a routing 
code, a class of service, an electronic ticket indicator, a number of passengers traveling 
and an airline carrier code; 

processing the received information through a fraud risk evaluation matrix; and 
determining an approval or rejection of the transaction based on said processing, 
without impact standard transaction authorization times. 
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Abstract: 

A process for reducing fraud risk in credit transactions, particularly those 
involving airline ticket purchases, includes collecting the following data: credit card 
holder name, airline reservation code, passenger name, origin airport, destination airport, 
travel date, routing, class of service, e-ticket indicator, number of passengers traveling 
and airline carrier code. This enhanced data is passed to a fraud risk evaluation matrix 
that uses historical card member behavior and optimal risk decision-making factors to 
authorize or reject the transaction without slowing standard authorization processing 
times. 
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